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EU GDPR 

DATA PROCESSING ADDENDUM  

(Version May 2018) 

This Data Processing Addendum (“DPA”), forms part of the written or electronic agreement, by 

and between LexBlog, Inc. or any applicable subsidiary of LexBlog, Inc. (collectively, 

“LexBlog”) and the applicable customer of LexBlog (“Customer”) for certain services 

(collectively, the “Service”) provided by the Order or other written agreement (the “Main 

Agreement”). All capitalized terms not defined herein shall have the meanings set forth in the 

Main Agreement. Each of Customer and LexBlog may be referred to herein as a “party” and 

together as the “parties.” 

In connection with the Service, the parties anticipate that LexBlog may process outside of the 

European Economic Area (“EEA”) and United Kingdom, certain Personal Data in respect of 

which the Customer or any member of the Customer Group may be a data controller under 

applicable EU Data Protection Laws. 

The parties have agreed to enter into this DPA in order to ensure that adequate safeguards are put 

in place with respect to the protection of such Personal Data as required by EU Data Protection 

Laws. 

HOW THIS DPA APPLIES 

This DPA is an addendum to, and forms part of, the Main Agreement. The Customer entity 

signing this DPA must be the same as the Customer entity party to the Main Agreement. 

DATA PROCESSING TERMS 

In the course of providing the Service to Customer pursuant to the Main Agreement, LexBlog may 

Process Personal Data on behalf of Customer. LexBlog agrees to comply with the following 

provisions with respect to any Personal Data submitted by or for Customer to LexBlog or 

collected and processed by or for Customer using LexBlog’s services. 

The parties agree that the obligations under this DPA that are specific to the GDPR shall not apply 

until the GDPR has come into full force and effect. 

1. Definitions 

1.1 The following definitions are used in this DPA: 

a)  “Adequate Country” means a country or territory that is recognized under EU 

Data Protection Laws as providing adequate protection for Personal Data; 

b) “Affiliate” means, with respect to a party, any corporate entity that, directly or 

indirectly, Controls, is Controlled by, or is under Common Control with such 

party (but only for so long as such Control exists); 

 
c) “LexBlog Group” means LexBlog and any of its Affiliates; 

d) “Customer Group” means Customer and any of its Affiliates established and/or 

doing business in the EEA, or United Kingdom; 

e) “EU Data Protection Laws” means all laws and regulations of the European 

Union, the European Economic Area, their member states, and the United 
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Kingdom, applicable to the processing of Personal Data under the Main 

Agreement, including (where applicable) the GDPR; 

f) “GDPR” means the General Data Protection Regulation (Regulation (EU) 

2016/679 of the European Parliament and of the Council of 27 April 2016 on the 

protection of natural persons with regard to the processing of personal data and 

on the free movement of such data); 

g) “Personal Data” means all data which is defined as ‘personal data’ under EU 

Data Protection Laws and to which EU Data Protection Laws apply and which is 

provided by the Customer to LexBlog, and accessed, stored or otherwise 

processed by LexBlog as a data processor as part of its provision of the Service 

to Customer; and 

h) “processing”, “data controller”, “data subject”, “supervisory authority” and 

“data processor” shall have the meanings ascribed to them in EU Data 

Protection Laws. 

1.2 An entity “Controls” another entity if it: (a) holds a majority of the voting rights in it; (b) 

is a member or shareholder of it and has the right to remove a majority of its board of 

directors or equivalent managing body; (c) is a member or shareholder of it and controls 

alone or pursuant to an agreement with other shareholders or members, a majority of the 

voting rights in it; or (d) has the right to exercise a dominant influence over it pursuant to 

its constitutional documents or pursuant to a contract; and two entities are treated as 

being in “Common Control” if either controls the other (directly or indirectly) or both 

are controlled (directly or indirectly) by the same entity. 

2. Status of the parties 

2.1 The type of Personal Data processed pursuant to this DPA and the subject matter, 

duration, nature and purpose of the processing, and the categories of data subjects, are as 

described in Annex 1. 

2.2 Each party warrants in relation to Personal Data that it will comply (and will procure that 

any of its personnel comply and use commercially reasonable efforts to procure that its 

sub-processors comply), with EU Data Protection Laws. As between the parties, the 

Customer shall have sole responsibility for the accuracy, quality, and legality of Personal 

Data and the means by which the Customer acquired Personal Data. 

2.3 In respect of the parties’ rights and obligations under this DPA regarding the Personal 

Data, the parties hereby acknowledge and agree that the Customer is the data controller 

and LexBlog is the data processor, and accordingly LexBlog agrees that it shall process 

all Personal Data in accordance with its obligations pursuant to this DPA. 

2.4 Each party shall appoint an individual within its organization authorized to respond from 

time to time to enquiries regarding the Personal Data and each party shall deal with such 

enquiries promptly. 

3. LexBlog obligations 

3.1 With respect to all Personal Data, LexBlog warrants that it shall: 

 (a) only process Personal Data in order to provide the Service, and shall act only in 

accordance with: (i) this DPA, (ii) the Customer’s written instructions as 

represented by the Main Agreement and this DPA, and (iii) as required by 

applicable laws; 

(b) as soon as reasonably practicable upon becoming aware, inform the Customer 

if, in LexBlog’s opinion, any instructions provided by the Customer under 

clause 3.1(a) infringe GDPR or any other applicable laws; 



 

2 
8871867 

8892270_2 

(c) implement appropriate technical and organizational measures to ensure a level 

of security appropriate to the risks that are presented by the processing of 

Personal Data, in particular protection against accidental or unlawful 

destruction, loss, alteration, unauthorized disclosure of, or access to Personal 

Data. Such measures include, without limitation, the security measures set out in 

Annex 3; 

(d) take reasonable steps to ensure that only authorized personnel have access to 

such Personal Data and that any persons whom it authorizes to have access to 

the Personal Data commit themselves to confidentiality; 

(e) as soon as reasonably practicable upon becoming aware, notify the Customer of 

any breach of security leading to the accidental or unlawful destruction, loss, 

alteration, unauthorized disclosure of, or access to, Personal Data transmitted, 

stored or otherwise processed by LexBlog, its sub-processors, or any other 

identified or unidentified third party (a “Security Breach”); 

(f) promptly provide the Customer with reasonable cooperation and assistance in 

respect of a Security Breach and all reasonable information in LexBlog’s 

possession concerning such Security Breach insofar as it affects the Customer, 

including the following to the extent then known: 

(i) the possible cause and consequences for the Data Subjects of the 
Security Breach; 

(ii) the categories of Personal Data involved; 

(iii) a summary of the possible consequences for the relevant data subjects; 

(iv) a summary of the unauthorized recipients of the Personal Data; and 

(v) the measures taken by LexBlog to mitigate any damage; 

(g) not make any public announcement about a Security Breach (a “Breach 

Notice”) without the prior written consent of the Customer, unless required by 

applicable law; 

(h) promptly notify the Customer if it receives a request from a data subject to 

access, rectify or erase that individual’s Personal Data, or if a data subject 

objects to the processing of, or makes a data portability request in respect of, 

such Personal Data (each a “Data Subject Request”). LexBlog shall not 

respond to a Data Subject Request without the Customer’s prior written consent 

except to confirm that such request relates to the Customer, to which the 

Customer hereby agrees. To the extent that the Customer does not have the 

ability to address a Data Subject Request, then upon Customer’s request 

LexBlog shall provide reasonable assistance to the Customer to facilitate such 

Data Subject Request to the extent possible and in line with applicable law. 

Customer shall pay all costs incurred by LexBlog in connection with its 

provision of such assistance; 

(i) other than to the extent required to comply with applicable law, as soon as 

reasonably practicable following termination or expiry of the Main Agreement 

or completion of the Service, LexBlog will delete all Personal Data (including 

copies thereof) processed pursuant to this DPA; 

(j) taking into account the nature of processing and the information available to 

LexBlog, provide such assistance to the Customer as the Customer reasonably 

requests in relation to Customer’s obligations under EU Data Protection Laws 

with respect to: 

(i) data protection impact assessments (as such term is defined in GDPR); 



 

3 
8871867 

8892270_2 

(ii) notifications to the supervisory authority under EU Data Protection 

Laws and/or communications to data subjects by the Customer in 

response to any Security Breach; and 

(iii) the Customer’s compliance with its obligations under the GDPR with 

respect to the security of processing;  

(iv) provided, however, that the Customer shall cover all costs incurred by 

LexBlog in connection with its provision of such assistance as 

described in sections (i)-(iii) above. 

4. Sub-processing 

4.1 The Customer grants a general authorization: (a) to LexBlog to appoint other members of 

the LexBlog Group as sub-processors, and (b) to LexBlog and other members of the LexBlog 

Group to appoint third party data center operators, and outsourced marketing, business, 

engineering and customer support providers as sub-processors to support the performance of the 

Service. 

4.2 LexBlog will ensure that any sub-processor it engages to provide an aspect of the Service 

on its behalf in connection with this DPA does so only on the basis of a written contract which 

imposes on such sub-processor terms substantially no less protective of Personal Data than those 

imposed on LexBlog in this DPA (the “Relevant Terms”). 

5. Audit and records 

5.1 LexBlog shall, in accordance with EU Data Protection Laws, make available to the 

Customer such information in LexBlog’s possession or control as the Customer may reasonably 

request to demonstrate LexBlog’s compliance with the obligations of data processors under EU 

Data Protection Law in relation to its processing of Personal Data. 

5.2 The Customer may exercise its right of audit under EU Data Protection Laws in relation 
to Personal Data, as follows: 

(a) LexBlog, in its sole discretion, may provide an audit report not older than eighteen (18) 

months, prepared by an independent external auditor demonstrating that LexBlog’s 

technical and organizational measures are sufficient and in accordance with an accepted 

industry audit standard; and 

b)  LexBlog may provide additional information in LexBlog’s possession or control to an EU 

supervisory authority when it requests or requires additional information in relation to the 

processing of Personal Data carried out by LexBlog under this DPA. 

6. Data transfers 

6.1 To the extent any processing of Personal Data by LexBlog takes place in any country 

outside the EEA (except if in an Adequate Country), the parties agree that the standard contractual 

clauses approved by the EU authorities under EU Data Protection Laws and set out in Annex 2 

will apply in respect of that processing, and LexBlog will comply with the obligations of the ‘data 

importer’ in the standard contractual clauses and the Customer will comply with the obligations of 

the 'data exporter'.1 

6.2 The Customer acknowledges and accepts that the provision of the Service under the Main 

Agreement may require the processing of Personal Data by sub-processors in countries outside the 

EEA. 

                                                      
1 For the avoidance of doubt, such clauses shall not apply to processing by entities which are located in the United States and are Privacy Shield 

Certified. 
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6.3 If, in the performance of this DPA, LexBlog transfers any Personal Data to a sub-

processor located outside of the EEA (without prejudice to clause 4), LexBlog shall in advance of 

any such transfer ensure that a legal mechanism to achieve adequacy in respect of that processing 

is in place, such as: 

(a) the requirement for LexBlog to execute or procure that the sub-processor execute to the 

benefit of the Customer standard contractual clauses approved by the EU authorities 

under EU Data Protection Laws and set out in Annex 2; 

(b) the requirement for the sub-processor to be certified under the EU-U.S. Privacy Shield 

Framework; or 

(c) the existence of any other specifically approved safeguard for data transfers (as 

recognized under EU Data Protection Laws) and/or a European Commission finding of 

adequacy. 

6.4 The following terms shall apply to the standard contractual clauses set out in Annex 2: 

(a) The Customer may exercise its right of audit under clause 5.1(f) of the standard 
contractual clauses as set out in, and subject to the requirements of, clause 5.2 of this 
DPA; and 

(b) LexBlog may appoint sub-processors as set out, and subject to the requirements of, 

clauses 4 and 6.3 of this DPA. 

7. General 

7.1 This DPA is without prejudice to the rights and obligations of the parties under the Main 

Agreement which shall continue to have full force and effect. In the event of any conflict between 

the terms of this DPA and the terms of the Main Agreement, the terms of this DPA shall prevail so 

far as the subject matter concerns the processing of Personal Data. 

7.2 LexBlog’s liability under or in connection with this DPA (including under the standard 

contractual clauses set out in Annex 2) is subject to the limitations on liability contained in the 

Main Agreement. 

7.3 This DPA does not confer any third-party beneficiary rights, it is intended for the benefit 

of the parties hereto and their respective permitted successors and assigns only, and is not for the 

benefit of, nor may any provision hereof be enforced by, any other person. 

7.5 This DPA is the final, complete and exclusive agreement of the parties with respect to the 

subject matter hereof and supersedes and merges all prior discussions and agreements between the 

parties with respect to such subject matter. No other representations or terms shall apply or form 

part of this DPA. No modification of, amendment to, or waiver of any rights under the DPA will 

be effective unless in writing and signed by an authorized signatory of each party. This DPA may 

be executed in counterparts, each of which shall be deemed to be an original, but all of which, 

taken together, shall constitute one and the same agreement. Each person signing below represents 

and warrants that he or she is duly authorized and has legal capacity to execute and deliver this 

DPA. Each party represents and warrants to the other that the execution and delivery of this DPA, 

and the performance of such party’s obligations hereunder, have been duly authorized and that this 

DPA is a valid and legally binding agreement on each such party, enforceable in accordance with 

its terms. 

(Signature page follows) 
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IN WITNESS WHEREOF, the parties have each caused this DPA to be signed and delivered by 

its duly authorized representative. 

LexBlog 

 

LexBlog 

  

NAME: Kevin O’ Keefe 

TITLE: CEO 

ADDRESS: 107 Spring St, Seattle, WA 98104 
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Annex 1 

Details of the Personal Data and processing activities 

(a) The personal data comprises: names, email addresses, IP addresses, account numbers, tax ID 

numbers, credit card numbers, usernames, and other data that may qualify as “personal data” 

under GDPR. 

(b) The duration of the processing will be: until the earliest of (i) expiry/termination of the Main 

Agreement, or (ii) the date upon which processing is no longer necessary for the purposes of either 

party performing its obligations under the Main Agreement (to the extent applicable); 

(c) The processing will comprise: Processing necessary to provide the Service to Customer, pursuant to 

the Main Agreement; 

(d) The purpose(s) of the processing is/are: necessary for the provision of the Service; 

(e) Personal data may concern the following data subjects: readers, employees, clients of the Customer, 
subscribers, website visitors, publishers, authors, and commenters. 
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Annex 2 

2010 EU Model clauses extracted from 2010/87/EU Annex EU Standard Contractual Clauses for the transfer of 

personal data to data processors established in third countries which do not ensure an adequate level of data 

protection 

INTRODUCTION 

Both parties have agreed on the following Contractual Clauses (the “Clauses”) in order to adduce adequate 

safeguards with respect to the protection of privacy and fundamental rights and freedoms of individuals for 
the transfer by the data exporter to the data importer of the personal data specified in Appendix 1. 

AGREED TERMS 

1. Definitions 

For the purposes of the Clauses: 

a) “personal data”, “special categories of data”, “process/processing”, “controller”, “processor”, 

“data subject” and “supervisory authority” shall have the same meaning as in EU Data 

Protection Laws 95/46/EC of the European Parliament and of the Council of 24 October 1995 on 

the protection of individuals with regard to the processing of personal data and on the free 

movement of such data; 

b) the “data exporter” means the entity who transfers the personal data; 

c) the “data importer” means the processor who agrees to receive from the data exporter personal 

data intended for processing on his behalf after the transfer in accordance with his instructions and 

the terms of the Clauses and who is not subject to a third country’s system ensuring adequate 

protection within the meaning of Article 25(1) of EU Data Protection Laws 95/46/EC; 

d) the “sub-processor” means any processor engaged by the data importer or by any other sub-

processor of the data importer who agrees to receive from the data importer or from any other sub-

processor of the data importer personal data exclusively intended for processing activities to be 

carried out on behalf of the data exporter after the transfer in accordance with his instructions, the 

terms of the Clauses and the terms of the written subcontract; 

e) the “applicable data protection law” means the legislation protecting the fundamental rights and 

freedoms of individuals and, in particular, their right to privacy with respect to the processing of 

personal data applicable to a data controller in the Member State in which the data exporter is 

established; and 

f) “technical and organizational security measures” means those measures aimed at protecting 

personal data against accidental or unlawful destruction or accidental loss, alteration, unauthorized 

disclosure or access, in particular where the processing involves the transmission of data over a 

network, and against all other unlawful forms of processing. 

2. Details of the transfer 

The details of the transfer and in particular the special categories of personal data where applicable are 

specified in Appendix 1 which forms an integral part of the Clauses. 
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3. Third-party beneficiary clause 

3.1 The data subject can enforce against the data exporter this Clause, Clause 4.1(b) to (i), Clause 5(a) 

to (e), and (g) to (j), Clause 6(1) and (2), Clause 7, Clause 8(2), and Clauses 9 to 12 as third-party 

beneficiary. 

3.2 The data subject can enforce against the data importer this Clause, Clause 5(a) to (e) and (g), 

Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where the data exporter has factually 

disappeared or has ceased to exist in law unless any successor entity has assumed the entire legal 

obligations of the data exporter by contract or by operation of law, as a result of which it takes on the rights 

and obligations of the data exporter, in which case the data subject can enforce them against such entity. 

3.3 The data subject can enforce against the sub-processor this Clause, Clause 5(a) to (e) and (g), 

Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where both the data exporter and the data 

importer have factually disappeared or ceased to exist in law or have become insolvent, unless any 

successor entity has assumed the entire legal obligations of the data exporter by contract or by operation of 

law as a result of which it takes on the rights and obligations of the data exporter, in which case the data 

subject can enforce them against such entity. Such third-party liability of the sub- processor shall be limited 

to its own processing operations under the Clauses. 

3.4 The parties do not object to a data subject being represented by an association or other body if the 

data subject so expressly wishes and if permitted by national law. 

4. Obligations of the data exporter 

4.1 The data exporter agrees and warrants: 

a) that the processing, including the transfer itself, of the personal data has been and will continue to 

be carried out in accordance with the relevant provisions of the applicable data protection law 

(and, where applicable, has been notified to the relevant authorities of the Member State where the 

data exporter is established) and does not violate the relevant provisions of that State; 

b) that it has instructed and throughout the duration of the personal data-processing services will 

instruct the data importer to process the personal data transferred only on the data exporter’s 

behalf and in accordance with the applicable data protection law and the Clauses; 

c) that the data importer will provide sufficient guarantees in respect of the technical and 

organizational security measures specified in Appendix 2 to this contract; 

d) that after assessment of the requirements of the applicable data protection law, the security 

measures are appropriate to protect personal data against accidental or unlawful destruction or 

accidental loss, alteration, unauthorized disclosure or access, in particular where the processing 

involves the transmission of data over a network, and against all other unlawful forms of 

processing, and that these measures ensure a level of security appropriate to the risks presented 

by the processing and the nature of the data to be protected having regard to the state of the art 

and the cost of their implementation; 

e) that it will ensure compliance with the security measures; 

f) that, if the transfer involves special categories of data, the data subject has been informed or will 

be informed before, or as soon as possible after, the transfer that its data could be transmitted to a 

third country not providing adequate protection within the meaning of EU Data Protection Laws 

95/46/EC; 
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g) to forward any notification received from the data importer or any sub-processor pursuant to 

Clause 5(b) and Clause 8(3) to the data protection supervisory authority if the data exporter 

decides to continue the transfer or to lift the suspension; 

g) to make available to the data subjects upon request a copy of the Clauses, with the exception of 

Appendix 2, and a summary description of the security measures, as well as a copy of any contract 

for sub-processing services which has to be made in accordance with the Clauses, unless the 

Clauses or the contract contain commercial information, in which case it may remove such 

commercial information; 

h) that, in the event of sub-processing, the processing activity is carried out in accordance with 

Clause 11 by a sub- processor providing at least the same level of protection for the personal data 

and the rights of data subject as the data importer under the Clauses; and 

i) that it will ensure compliance with Clause 4(a) to (i). 

5. Obligations of the data importer 

5.1 The data importer agrees and warrants: 

a)  to process the personal data only on behalf of the data exporter and in compliance with its 

instructions and the Clauses; if it cannot provide such compliance for whatever reasons, it agrees 

to inform promptly the data exporter of its inability to comply, in which case the data exporter is 

entitled to suspend the transfer of data and/or terminate the contract; 

b) that it has no reason to believe that the legislation applicable to it prevents it from fulfilling the 

instructions received from the data exporter and its obligations under the contract and that in the 

event of a change in this legislation which is likely to have a substantial adverse effect on the 

warranties and obligations provided by the Clauses, it will promptly notify the change to the data 

exporter as soon as it is aware, in which case the data exporter is entitled to suspend the transfer of 

data and/or terminate the contract; 

c)  that it has implemented the technical and organizational security measures specified in Appendix 

2 before processing the personal data transferred; 

d) that it will promptly notify the data exporter about: 

(i) any legally binding request for disclosure of the personal data by a law enforcement authority 

unless otherwise prohibited, such as a prohibition under criminal law to preserve the 

confidentiality of a law enforcement investigation; 

(ii) any accidental or unauthorized access; and 

(iii) any request received directly from the data subjects without responding to that request, unless 

it has been otherwise authorized to do so; 

e)  to deal promptly and properly with all inquiries from the data exporter relating to its processing of 

the personal data subject to the transfer and to abide by the advice of the supervisory authority 

with regard to the processing of the data transferred; 

f) at the request of the data exporter to submit its data-processing facilities for audit of the processing 

activities covered by the Clauses which shall be carried out by the data exporter or an inspection 
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body composed of independent members and in possession of the required professional 

qualifications bound by a duty of confidentiality, selected by the data exporter, where applicable, 

in agreement with the supervisory authority; 

g) to make available to the data subject upon request a copy of the Clauses, or any existing contract 

for sub-processing, unless the Clauses or contract contain commercial information, in which case 

it may remove such commercial information, with the exception of Appendix 2 which shall be 

replaced by a summary description of the security measures in those cases where the data subject 

is unable to obtain a copy from the data exporter; 

h) that, in the event of sub-processing, it has previously informed the data exporter and obtained its 

prior written consent; 

i) that the processing services by the sub-processor will be carried out in accordance with Clause 11; 

j) to send promptly a copy of any sub-processor agreement it concludes under the Clauses to the data 

exporter. 

6. Liability 

6.1 The parties agree that any data subject, who has suffered damage as a result of any breach of the 

obligations referred to in Clause 3 or in Clause 11 by any party or sub-processor is entitled to receive 

compensation from the data exporter for the damage suffered. 

6.2 If a data subject is not able to bring a claim for compensation in accordance with paragraph 1 

against the data exporter, arising out of a breach by the data importer or his sub-processor of any of their 

obligations referred to in Clause 3 or in Clause 11, because the data exporter has factually disappeared or 

ceased to exist in law or has become insolvent, the data importer agrees that the data subject may issue a 

claim against the data importer as if it were the data exporter, unless any successor entity has assumed the 

entire legal obligations of the data exporter by contract or by operation of law, in which case the data 

subject can enforce its rights against such entity. 

The data importer may not rely on a breach by a sub-processor of its obligations in order to avoid its own 

liabilities. 

6.3 If a data subject is not able to bring a claim against the data exporter or the data importer referred 

to in paragraphs 1 and 2, arising out of a breach by the sub-processor of any of their obligations referred to 

in Clause 3 or in Clause 11 because both the data exporter and the data importer have factually disappeared 

or ceased to exist in law or have become insolvent, the sub-processor agrees that the data subject may issue 

a claim against the data sub-processor with regard to its own processing operations under the Clauses as if 

it were the data exporter or the data importer, unless any successor entity has assumed the entire legal 

obligations of the data exporter or data importer by contract or by operation of law, in which case the data 

subject can enforce its rights against such entity. The liability of the sub-processor shall be limited to its 

own processing operations under the Clauses. 

  



 

11 
8871867 

8892270_2 

7. Mediation and jurisdiction 

7.1 The data importer agrees that if the data subject invokes against it third-party beneficiary rights 

and/or claims compensation for damages under the Clauses, the data importer will accept the decision of 

the data subject: 

a) to refer the dispute to mediation, by an independent person or, where applicable, by the 

supervisory authority; 

b) to refer the dispute to the courts in the Member State in which the data exporter is established. 

7.2 The parties agree that the choice made by the data subject will not prejudice its substantive or 

procedural rights to seek remedies in accordance with other provisions of national or international 

law. 

8. Co-operation with supervisory authorities 

8.1 The data exporter agrees to deposit a copy of this contract with the supervisory authority if it so 

requests or if such deposit is required under the applicable data protection law. 

8.2 The parties agree that the supervisory authority has the right to conduct an audit of the data 

importer, and of any sub-processor, which has the same scope and is subject to the same conditions as 

would apply to an audit of the data exporter under the applicable data protection law. 

8.3 The data importer shall promptly inform the data exporter about the existence of legislation 

applicable to it or any sub-processor preventing the conduct of an audit of the data importer, or any sub-

processor, pursuant to paragraph 2. In such a case the data exporter shall be entitled to take the measures 

foreseen in Clause 5(b). 

9. Governing law 

The Clauses shall be governed by the laws of the Member State in which the data exporter is established. 

10. Variation of the contract  

The parties undertake not to vary or modify the Clauses. This does not preclude the parties from adding 

clauses on business related issues where required as long as they do not contradict the Clause. 

11. Sub-processing 

11.1 The data importer shall not subcontract any of its processing operations performed on behalf of the 

data exporter under the Clauses without the prior written consent of the data exporter. Where the data 

importer subcontracts its obligations under the Clauses, with the consent of the data exporter, it shall do so 

only by way of a written agreement with the sub-processor which imposes the same obligations on the sub-

processor as are imposed on the data importer under the Clauses. Where the sub-processor fails to fulfill its 

data protection obligations under such written agreement the data importer shall remain fully liable to the 

data exporter for the performance of the sub-processor’s obligations under such agreement. 

11.2 The prior written contract between the data importer and the sub-processor shall also provide for a 

third-party beneficiary clause as laid down in Clause 3 for cases where the data subject is not able to bring 
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the claim for compensation referred to in paragraph 1 of Clause 6 against the data exporter or the data 

importer because they have factually disappeared or have ceased to exist in law or have become insolvent 

and no successor entity has assumed the entire legal obligations of the data exporter or data importer by 

contract or by operation of law. Such third-party liability of the sub-processor shall be limited to its own 

processing operations under the Clauses. 

11.3 The provisions relating to data protection aspects for sub-processing of the contract referred to in 

paragraph 1 shall be governed by the law of the Member State in which the data exporter is established. 

11.4 The data exporter shall keep a list of sub-processing agreements concluded under the Clauses and 

notified by the data importer pursuant to Clause 5.1(j), which shall be updated at least once a year. The list 

shall be available to the data exporter's data protection supervisory authority. 

 12. Obligation after the termination of personal data-processing services 

 12.1 The parties agree that on the termination of the provision of data-processing services, the data 
importer and the sub-processor shall, at the choice of the data exporter, return all the personal data 
transferred and the copies thereof to the data exporter or shall destroy all the personal data and certify to the 
data exporter that it has done so, unless legislation imposed upon the data importer prevents it from 
returning or destroying all or part of the personal data transferred. In that case, the data importer warrants 
that it will guarantee the confidentiality of the personal data transferred and will not actively process the 
personal data transferred anymore. 

 12.2 The data importer and the sub-processor warrant that upon request of the data exporter and/or of 
the supervisory authority, it will submit its data-processing facilities for an audit of the measures referred to 
in paragraph 1. 

This agreement has been entered into on the date shown at the beginning of the first page of this agreement. 
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Appendix 1 

to the Standard Contractual Clauses 

This Appendix forms part of the Clauses and must be completed and signed by the parties. 

The Member States may complete or specify, according to their national procedures, any 
additional necessary information to be contained in this Appendix. 

Data exporter 
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The data exporter is (please specify briefly your activities relevant to the transfer): the Customer 

utilizing Data importer’s services pursuant to an order or other written agreement. 

Data importer 

The data importer is a signatory to the Clauses and a provider of products and/or services.  The 
data importer will be the recipient of personal data which is exported by the data exporter to the 
data importer as described below.  

Data subjects 

The personal data transferred may concern the following categories of data subjects: 

1. Past, present and prospective employees and partners;  

2. Past, present and prospective clients;  

3. Past, present and prospective advisors, consultants, suppliers, contractors, subcontractors 
and agents;  

4. Complainants, correspondents and enquirers; and 

5. Beneficiaries, parents, guardians.  

Categories of data 

The data subjects’ personal data transferred may concern the following categories of data: 

1. Contact details (which may include name, address, e-mail address, phone and fax contact 
details and associated local time zone information);  

2. Employment details (which may include company name, job title, grade, demographic 
and location data);  

3. IT systems information (which may include user ID and password, computer name, 
domain name, IP address, and software usage pattern tracking information i.e. cookies);  

4. Data subject's e-mail content and transmission data which is available on an incidental 
basis for the provision of information technology consultancy, support and services 
(incidental access may include accessing the content of e-mail communications and data 
relating to the sending, routing and delivery of e-mails); 

5. Details of goods or services provided to or for the benefit of data subjects; 

6. Financial details (e.g. credit, payment and bank details).  

Special categories of data (if appropriate) 

Personal data which reveals racial or ethnic origin, political opinions, religious or philosophical 
beliefs, trade union opinions, memberships or activities, social security files, and data concerning 
health (including physical or mental health or condition), sexual life and information regarding 
criminal offences or alleged offences and any related court proceedings and shall include special 
categories of data as defined under General Data Protection Regulation (GDPR) (EU) 2016/679. 

Processing operations 
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The personal data transferred may be subject to the following processing activities: Any operation 

with regard to personal data irrespective of the means applied and procedures, in particular the 
obtaining, collecting, recording, organizing, storage, holding, use, amendment, adaptation, 
alteration, disclosure, dissemination or otherwise making available, aligning, combining, retrieval, 
consultation, archiving, transmission, blocking, erasing, or destruction of data, the operation and 
maintenance of systems, management and management reporting, financial reporting, risk 
management, compliance, legal and audit functions and shall include “processing” which shall 
have the meaning given to such term under GDPR.  

 

The objective of the processing of Personal Data by LexBlog is to provide the Services, 
pursuant to the Main Agreement. 
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Appendix 2 

to the Standard Contractual Clauses 

This Appendix forms part of the Clauses and must be completed and signed by the parties. 

Description of the technical and organizational security measures implemented by the data 

importer in accordance with Clauses 4(d) and 5(c) (or document/legislation attached): 

See Annex 3 to the DPA. 
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Annex 3 

Security Measures 

 

Taking into account the state of the art, the costs of implementation and the anture, scope, context and 

purposes of processing as well as the risk of varying likelihood and severity for the rights and freedomes 

of natural persons, LexBlog implements appropriate technical and organization measures to ensure a level 

of security appropriate to the risk. 
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